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Abstract

ings of drug markets of the future.

The term “smart city”has circulated across the developed world affecting urban development programmes and
government strategies. Such “future cities” are heralded for their efficient networked technologies embedded within
the fabric of urban environments that provide new means of social control for the state. These cities are envisioned

as a technological fix for the many problems of modern city life, yet emerging technologies are not flawless and have
vulnerabilities that can be manipulated by criminal actors. Even so, there is an interesting silence about the issues

of security amongst the advocates of smart cities. Furthermore, there remains limited insight into the impact of the
smart cities programme from criminologists, particularly in relation to hitherto prioritised threats of organised crime,
notably the illicit drugs markets and associated harms. Those who have addressed the impact of emergent technolo-
gies have done so through critiques of governmental programmes, drawing largely upon insights from science and
technology studies. A key absence in this, as well as the commercial and governmental literature, is the voice of actors
involved in the networks that actually constitute threats to urban security, and how they perceive and use emerging
technologies for illicit ends. This paper aims to augment but also challenge this treatment of the impact of emergent
technologies, by switching the analytical focus towards the principal actor-networks that constitute these threats,
with a particular focus on ICT (mobile technologies and internet drug sales). It uses data from a 5-year ethnography to
demonstrate how ICT reconfigures and virtually extends illicit drug markets, whilst providing insights into the work-
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Introduction

Technologically advanced smart cities have begun to
emerge across the developed world, but within them,
criminals are adapting and taking advantage of the tech-
nologies they are founded upon. The illicit drug trade is
evolving quickly, with advances in chemistry creating
a barrage of new psychoactive substances, whilst ICT
provides means in which buyers and sellers can com-
municate and coordinate their transactions with relative
anonymity over vast geographical distances. This evo-
lution has driven by the combination of evolving tech-
nologies and the need for protection and concealment
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and indicate if changes were made.

from the law. Indeed, the ubiquity of digital surveillance
in the smart city has done little to reduce the supply of
drugs, but questions remain as to how vendors and actual
or potential purchasers communicate with each other
within these circumstances. A central argument of this
paper is that rather than replacing traditional drug mar-
kets, ICT extends them (Lawson 2010; Brey 2017) into
virtual domains, creating communication channels and
buying platforms that alter power relations between
stakeholders. Whilst also retaining elements of market
territoriality. Studies of virtual drug markets are growing
but largely due to their methodologies, tend to ignore the
offline life-worlds of criminal actors who engage in them.
By restricting the source of their data and analysis to the
internet itself, criminologists provide a limited picture
of the impact of emergent technologies in this field. The
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virtual does not replace the real (Woolgar 2002). This
paper utilises ethnographic fieldwork of manufactur-
ers and distributors of illicit drugs operating in physical
as well as virtual domains. It draws upon actor-network
theory and assemblage thinking to sketch out the ever-
evolving nature of organised crime within the sociotech-
nical system of the smart city.

Data-driven urbanism and the “smart city”:
governmentalities and programmes

To further substantiate these arguments, it is first impor-
tant to place the impact of emergent technologies on
the illicit drug trade in the broader context of the smart
city as a commercial construct. The smart city is a fuzzy
concept that has various definitions. Broadly speaking it
relates to the construction of new relationships between
technology and society (Soderstrom et al. 2014) but can
be differentiated along two lines (Kitchin 2014):

1. The smart city is composed of pervasive digital tech-
nologies embedded in the fabric of the urban envi-
ronment. These technologies, as Greenfield (2010)
puts it, are “everyware” (sic), they penetrate and col-
lect unprecedented amounts of real-time informa-
tion on all levels of the infrastructure of cities as well
as the lives of the citizens within them. These range
from utility services such as traffic control manage-
ment and surveillance systems to personal comput-
ers and other mobile technologies. The subsequent
“big data” is gathered in an attempt to render the city
knowable so that it may be governed (Edwards 2017).
The technologies alone, however, are not enough to
make the city “smart’, they must;

2. Coincide with the development of the knowledge
economy potentiating the innovative and entrepre-
neurial capacities of its citizens and government.
These learning, or knowledge, cities are “actively
involved in building a skilled information economy
workforce” (Nam and Pardo 2011, p 285) and are
designed to facilitate the nurturing of knowledge
(Edvinsson 2006). The smart city then, is one which
employs advanced technology to monitor and coor-
dinate its infrastructure, while providing inhabitants
with the knowledge and (smart) tools, to improve
their lives and increase their creative and economic
capacities. At least that is how it is envisioned by its
proponents.

On its surface, the smart city presents itself as a utopian
dream; a technologically empowered panacea to many of
the problems of modern city life. Yet, if we gaze beneath
the glossy veneer and unpick its etiological roots, a differ-
ent picture begins to emerge. The smart city is not a social
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scientific concept grounded in real concrete relations
and connections. It is a commercial construct designed
to sell a particular vision of capital accumulation and the
necessity of digital technologies to achieve this. Big tech
companies employ the smart city as a narrative device to
sell their products and services (Soderstrom et al. 2014),
which explains why it has so many incarnations (see Coc-
chia, 2014, for a review). Its spectacle is intended to cap-
ture the imagination of prospective clients who buy into
the claims of these IT companies. Such assertions are
often unrealistic and can bring with them a whole host of
problems. Emerging technologies can have negative side
effects that cannot always be predetermined, and even if
they are tech companies may not be concerned as long as
their products sell. Once established, governments may
become reliant on these technologies thereby putting IT
companies in extreme positions of power. It would be
wise to adopt a healthy scepticism toward the smart city,
considering where the concept originates from and the
interests it privileges. It does nonetheless have real-world
consequences, and it is for this reason that criminologists
should be concerned. New technologies can create vul-
nerabilities that may be exploited by criminal actors.

Insofar as criminologists and sociologists of deviance
and social control have addressed the impact of emergent
technologies it has been through critiques of governmen-
tal programmes, with a particular emphasis on securiti-
sation and digital surveillance (Haggerty and Ericson
2000; Lyon 2014; Schuilenburg 2015; Amoore and Raley
2017). These studies have employed concepts taken from
science and technology studies (STS) and actor-network
theory (ANT) to avoid the social determinism and meth-
odological individualism of well-trodden criminological
theories, such as routine activities and rational choice.
The strength of ANT lies in its ability to account for the
agency of material objects, which is particularly fitting in
a digitally entrenched society in which technologies are
literally gaining a life of their own (Ritzer 2015). ANT
dissolves the ontological divisions between humans and
non-humans and places them within a network of asso-
ciations in which power is relational rather than inherent
in the “actants” (human/nonhuman actors) themselves
(Latour 2005). The network is an assemblage of diverse,
heterogeneous elements which is arranged and fitted
together (Livesey 2010, p 18). Within these networks,
struggles occur to displace actants from competing net-
works by enrolling and mobilising them forward (Callon
1986).

A further facet of ANT is the attention to the dyna-
mism of the networks in which actors are enrolled. Con-
trollers and organisers of crime adapt and alter their
practices whilst gearing up on new hardware to outma-
noeuvre and derail their rivals. It is this mutability that
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drives the technological uptake within security services
and the criminal networks they seek to control (Dorn
2003; Ekblom 2017). The technological arms race is well
acknowledged by criminologists yet is presented in the
traditional sense of people using tools, a passivity that
ignores the very active nature of the technologies them-
selves. To move past this socially determinist and some-
what outdated position, the research outlined in this
paper builds upon assemblage thinking by placing tech-
nology, criminals and crime controllers along the same
ontological plane. The resulting assemblage is a mesh
of human, technological, and institutional parts, which
exert both dissonance and concordance in their relation-
ship to each other. The arms race is an emergent property
of this dialectic. As Hilgartner asserts:

“Another advantage of the system/network per-
spective is that it provides the basis for dynamic
accounts of sociotechnical evolution... Changes in
network structure occur as system components are
added, deleted, connected in new ways, as they are
reconstructed, recombined, and refined-all for the
purpose of changing the power of the system and the
distribution of power within it” (Hilgartner 1992, p
45).

The conceptual toolkit of ANT is well suited to a study
of the illicit drug markets given the increasing adoption
of smart technologies by actors in these markets. Illicit
drug markets are socio-technical systems, in that they are
both socially and technically determined. Even so, there
is little, if any recognition of the utility of ANT by those
who specialise in the field of organised crime. Nonethe-
less, the uptake of ANT into the wider field of crimi-
nology is growing. Haggerty and Ericson (2000) were
among the first to draw upon these concepts by examin-
ing the spread of digital surveillance in western society.
The “surveillant assemblage” as they call it, synthesises a
wide variety of surveillant systems which work by gen-
erating virtual data doubles of human actors to be later
targeted with interventions. In a later piece, Schuilen-
burg (2015) reasoned that surveillance is but a part of the
securitization agenda, which he describes as, the spread
of techniques mobilised by a hybrid system of state and
non-state actors, with the intention of making the future
certain and secure.

Indeed, the smart city is bound up in fine-grained
monitoring and the predictive modelling of the actions
and movements of its “citizens” It is not the case that it
is an “individual’, as in a single person, that is “targeted”
through various techniques and technologies in the Fou-
cauldian sense (Foucault 1977, 2009). Rather, that what a
citizen “is” is the product of algorithmic neural network
modelling and aggregation from which new indices of
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normality, deviance, and risk arise. These are then reap-
plied or “folded back” on to, and into, the everyday lives
of people. The “normal” way to talk and walk, for exam-
ple, is being built through digital modelling (Amoore
and Raley 2017). These algorithmic calculations and sta-
tistical representations feed into policing techniques on
the ground (Sanders and Sheptycki 2017). Following the
positivist logic of evidence led policy, data is assumed
to have value neutrality. Yet, techniques such as predic-
tive policing target the usual suspects in poverty-stricken
areas creating a self-confirming algorithmic bias (Han-
nah-Moffat 2018). Nonetheless, the drive towards the
uptake of these systems is relentless, see Barbuta (2017)
for recommendations.

Whilst critiques of governmental programmes are not
unwarranted, a significant absence in this literature is
the voice of criminal actors that generate and constitute
threats to urban security. The weakness of much crimino-
logical research is its one-sidedness and partiality (Young
1986). As with many others in this field, their work is
missing the voice of the underdog, which requires more
empirical labour than most are willing, or able, to pursue
(Becker 1967). The arguments laid out do not do enough
to recognise that the technologies of the securitisation
agenda can be (but not always are) outmanoeuvred and
even adopted by the criminal networks they seek to con-
trol (Edwards 2016). In this respect, they begin to fall into
a “techno-centric rhetoric and narrative where urban and
societal problems are rendered docile and amenable sub-
jects to technology” (Wang 2017, p 378). Indeed, ques-
tions remain as to how criminals organise their activities
within these conditions of heavy digital surveillance.
This paper aims to remedy this absence and further build
upon these contributions, by switching the analytical
focus towards the criminal actor networks who present
such threats, namely those who distribute illicit drugs.

The study

The paper draws upon data from a 5-year ethnography
on the manufacture and supply of illicit drugs (ongo-
ing). Interviews and semi-covert observations were con-
ducted with twenty-six criminal actors, many of which
were criminally active at the point of study and unknown
to the authorities. The participants ranged from local
retail dealers to international wholesale traffickers. The
majority of the participants operated wholly offline, but
there were some who operated online. Two participants
ran websites selling drugs whereas another distributed
through online forums. To complement the fieldwork,
interviews were conducted with official actors from the
criminal justice system, the private sector and the third
sector, bringing the total number of interviews to 37.
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Data was also collected from the websites of the online
distributors. Anonymity was ensured in all cases.

The digital extension of organised crime

The following section begins with a brief introduction of
the impact of ICT on the illicit drug market over time.
It draws upon the experience of criminal actors work-
ing with emergent technologies to demonstrate how
they manage the associated risks of their activities whilst
responding to the demand for their products.

Organised crime is a market-based activity in which
buyers and sellers interact to purchase and distrib-
ute illicit goods and services. Illicit drug markets have
been variously characterised as being open, semi-open,
or closed. In open markets, distributors usually oper-
ate from a fixed location, such as a street corner, and
sell openly to most people wishing to buy their goods.
In closed markets, distributors will only sell to trusted
individuals who have been previously vetted. Semi-open
markets fall somewhere between the two and relate to
spaces such as nightclubs, bars or cryptomarkets. Before
the emergence of ICT, transactions were made face to
face through spoken communication. In this respect, it
was important for drug dealers to be in an area where
customers knew they would be. This mode of working
was significantly risky as being in a fixed location made
dealers easy targets for the police. With the advent of the
mobile phone, distributors could be more mobile and
arrange transactions in advance leading to a more closed
networked economy (May and Hough 2004; Wainwright
2016).

As a conduit for communication, the mobile phone is
an obligatory passage point (Callon 1986) which restruc-
tured the drug market and shifted it into a less visible
and less risky form. As Callon explains, “technologies
transform the spatial and temporal settings in which
collectives exist and act” (Callon 2004, p 5). Yet, whilst
technologies can enable and enhance human capacities,
they can disable and diminish others (McLuhan and Fiore
1967; McLuhan and McLuhan 1992). ICT leaves digital
traces which may be accessible to the police thus frus-
trating attempts for dealers to remain concealed. Police
penetrate criminal sociotechnical networks by enrolling
elements of the assemblage and drawing information
from them. As digital technologies take a more central
position in the illicit drug trade, then it is these technolo-
gies and their “trace data” that become as, if not more,
important sources of intelligence than their human coun-
terparts. In this sense, the police have delegated tasks
(Latour 1994) that were traditionally assigned to human
informants to the technologies within these networks. To
counteract these efforts, distributors must protect and
stabilise the network or risk prosecution.
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According to Hilgartner, risk is composed of sociotech-
nical networks that link objects within them to harm. It
is the relationship between elements within the network
that lead to the construction of risk. Through such rela-
tionships, risks can be embedded in people, materials,
technology or tasks. These “risk objects” must be con-
tained or displaced from the network to avoid harms
associated with the linkage (Hilgartner 1992). The fol-
lowing account is taken from an interview with Max,
who has an extensive history distributing illicit drugs at
the retail level. The discussion relates to issues in using
mobile phones to coordinate drug sales:

Max: When I started back up again I was more
clued up about surveillance, buying a sim card isn’t
enough if you're stupid enough to put your sim card
from your burner in your contract phone the IMEI
number would match up with it, so just being aware
of the trail how a phone number can lead back to
you. If you carry your contract phone around with
you as well as your burner, they can trace it back to
the cell sites, and they can show that both phones
took exactly the same path, and it's very hard to dis-
pute you aren’t the same person. I always had two
phones one phone for selling drugs and contacting
my mates and another for contacting family and
paying bills things like that. I had a clean phone
for that stuff. I was always very careful about how I
used the burner.

“Burners” are temporary mobile phones which have sim
cards registered with false names and addresses making it
difficult for police to link to a particular person (Salinas-
Edwards 2013). Drug dealers frequently swap their burn-
ers to evade wire taps and the geo-location trails that can
establish their involvement in crime and support suc-
cessful criminal prosecutions. The international mobile
equipment identity (IMEI) numbers that Max refers to
are unique codes that are assigned to all cellular mobile
devices to identify them. These codes allow signal towers
to recognise devices in the service network and establish
their geographical location. This information can help
the police track criminals and prove their whereabouts
in court (Bennett 2012). If distributors make the mistake
of putting a sim card that is registered in their name in
a phone they were using to sell drugs, the police can tie
the sim to that particular device. Nonetheless, the moni-
toring of cellular devices can actually benefit criminals if
they use them intelligently. A heroin dealer called Teeth,
for example, created digital alibis by leaving his registered
phone turned on at his home address whilst he went out
about his business in the city. By using these methods,
drug dealers are essentially blocking and subverting the
process in which criminogenic information is digitised
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and monitored. Berry (Forthcoming) observes a similar
phenomenon in his study of the electronic monitoring of
offenders.

The police are not the only threats to distributors of
illicit goods, however. The absence of formal regula-
tion from the state creates a hostile environment which
leaves vendors open to attack from other criminals on the
street. Competitors may seek to gain control over access
to goods and services making business difficult to estab-
lish. Technologies can become targeted by other crimi-
nals who wish to dominate territories in which drugs are
sold. The following example is taken from a distributor
called Rocco describing his experiences retailing heroin
and crack cocaine:

Rocco: At the time we had it like, one area, literally
lock down me and my mate, and then our other two
mates had the other side on sort of like lock down as
well, so if anything happened wed go sort it. Literally
there was a group of like ten-twelve of us all done lit-
tle bit different bits and pieces but if something hap-
pened to one of our mates or whatever, youd all be
there and get it sorted so no one would fuck about.
But I can remember one time the phone was going
quiet and I was like “what the fuck how can it be
that quiet” and he was like “oh yeah this kiddy” like's
basically saying “fuck you” on about me, “he’s gonna
be taking over”.

Mark: Your patch?

Rocco: Yeah, that sort of side so, I said “oh right we
will see about that’ I tried stopping him in the car
and he sprinted off and carried on doing his thing
but we knew where he was doing it to. So I went
round with a couple of mates went through the door
with a fire extinguisher, I had a door brace, went in
with the fire extinguisher, he’s come running down
the stairs just by the door in case anyone come. As
he’s come running down, smashed him on the head
with the fire extinguisher and knocked him out. With
that the two mates who I was with grabbed what he
had there and a bit of cash and the most important
thing I wanted was his phone.

Mark: Yeah?

Rocco: Cos obviously that’s their line so they would
have to set up and go round again.

Distributors require significant social and mate-
rial resources to control a drug market in an area at
a given time. As Rocco explains, he was connected to
10-12 criminal associates who could be mobilised
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when needed. This critical mass, worked together to
govern the local market to ensure their positions were
upheld. By taking the dealers drugs and money he was
able to recoup some of his losses, the physical violence
was a further punishment and is one that sends out a
message to deter others. By taking his phone, however,
Rocco gained control over the network which would
enable him to redirect the custom base within that
geographical area. By controlling the network, he was
able to control the territory. As Graham (1998) asserts,
“every social and economic activity is necessarily geo-
graphical” (Graham 1998, p 175). It was the combina-
tion of actions that led to the maximum disruption of
his operations.

Coordinating drug sales via ICT is only one half of
the process, however. Drugs need to be delivered to the
customer and this can be risky if done in public. It is
also important to consider how drug dealers mitigate
the risks of visual surveillance in the city from police
officers and technologies such as CCTV. As Sacks notes
in an early piece, “the police are occupational special-
ists on inferring the probability of criminality from the
appearances persons present in public places” (Sacks
1972, p 282). This process has now been delegated to
the algorithmic systems of the smart cities surveillance
technologies which detect “abnormalities” in the behav-
iour of people. In the following example, Max discusses
the techniques he used to conceal his movements in the
city:

Max: When meeting people either they jump in my
car or 1'd go into their house. I would always sell in
a discrete place away from CCTV and somewhere
no-one’s listening. If someone jumps in a car and
they drive off it doesn’t look dodgy, but if they get in
and get straight out again it looks dodgy as fuck. The
same thing if people meet and they suddenly part
ways like going into a house.

To remain “invisible” from surveillance organised crim-
inals can operate under the cover of activity that repli-
cates the activities of something or someone else. Drug
dealers carry out their movements in ways that blend into
the flows of city life. In this sense, there is a reflexive rela-
tion of “training” (Goffman 1956; Foucault 1977) between
the surveillant and the surveilled, between the human
and the algorithm. This reflexive responsibilisation of
risk is an integral characteristic of “reflexive modernisa-
tion” (Beck 1994; Lyng 2016) that has been transposed
within the digital frontiers of the smart cities surveillance
systems. As Amoore and Raley argue, “human and non-
human beings are constantly attuned to novel events and
features in their data environment, becoming perennially
creatively alert” (Amoore and Raley 2017, p 3).
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Virtual markets

As drug markets move online, they become reconfigured
once more. The most significant change is that suppliers and
customers do not meet face to face (in most cases). Transac-
tions are made online using digital currencies, and the drugs
are sent in the post (Hillebrand et al. 2010). This means that
controlling and building a local custom base becomes less
important for suppliers as drugs can be delivered to peo-
ple across large geographical distances, from a single fixed
location. Cryptomarkets anonymise stakeholder activity
through the TOR browser which bounces digital communi-
cations through various relays across the world. Online drug
markets are generally less violent as distributors identities
can be concealed (Aldridge and Décary-Hétu 2014).

It is not always necessary to use the darknet to dis-
tribute drugs anonymously online, however. Various
techniques can be employed to anonymise the identity
of distributors whilst allowing them to operate websites
openly on the clear net that can be accessed by anybody.
Charley, for example, works for a small illicit company
that distributes steroids in this manner. Pharma-Labs dis-
tribute their products internationally and take around a
million pounds in sales per year:

Mark: Do you think there’s more risk going online,
does that create more risk or do you think it’s less
risky for getting knicked?

Charley: Well the more branches you got of the tree I
guess... The websites, all the IP addresses they are all
like covert like the silk road... They have the servers
in other countries so they can’t be traced... You know
the people who run the website the people whose
name it’s in is somebody that’s nothing to do with us,
they get paid they get a percentage, so that person
gets a percentage off the sales and because obviously
they are taking the risk. You know it's the same as
what youd do if you gave someone a cut off a crop of
weed that you grow in their house...

Mark: So with your mates or whatever you notice
any violence or any disputes with any other people?

Charley: Uh no, I mean there’s people I know, on
social media, you know sort of slagging the products
off, because they are selling other products there's a
lot of forums, people go on and slate certain things.

Mark: So is it like a rating system or?
Charley: Well there’s certain labels, pay people to

do social media to go on forums yeah, I know people
who get paid a thousand pound a month.
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Mark: To like slag people off and stuff?

Charley: Yeah to slag off all the other products and
rate theirs, yeah don’t take this that’s fucking shit, 1
made some really good gains with this one blah blah,
and get a thousand pound a month what they do is
they get people who are known in the industry to do
it, like good bodybuilders you know, I'll give you a
grand a month just go on this website and tell them
our product is mint. They do that with you know you
put David Beckham on a Pepsi advert it's the same
principle.

Steroids carry softer legal penalties for distribution and
can be acquired for personal use in the UK making sales
difficult to prosecute against. Operating on the clear net
widens the potential scope of sales as more people can
access the website. Measures were, however, put in place
to protect the identity of the core members of the group by
hiring a technical specialist who runs the website on their
behalf. Even if it was possible to get through the digital lay-
ering process employed by the specialist and identify who
was running the site, the core members of the group would
remain protected. Unless, of course, their facilitator chose
to give up their information (Dorn et al. 1998).

The anonymity of the internet creates new problems
for distributors as it allows others to compete in the
virtual space without fear of violent reprisals. In this
environment, distributors compete for customers by
providing a superior service (at least as their customers
see it) and building their brand (Aspers 2011; Aldridge
and Décary-Hétu 2014). Websites on the clear net are
different from cryptomarkets as they do not usually
have the same ranking systems in place. Instead, sup-
pliers rely on written feedback on user forums to build
positive reputations. Those with greater resources can
employ well known respected actors in their field to
promote their goods. In this respect, the illicit market
begins to resemble the licit one; the major difference is
that these sites are illegal and cannot go to the courts
for dispute adjudication. This creates further issues if
customers do not pay for their goods or competitors
copy and counterfeit their brand.

A common scam which customers can employ to get
free products is a credit card chargeback. Once the goods
arrive the customer contacts their credit card company
and states that they have not received an item they paid
for; it is then down to the company to prove otherwise.
Illicit enterprises may encounter additional risks from
refuting this claim as they are forced into contact with
legitimate actors who may question their line of busi-
ness. Furthermore, if the customer is not in the local
area, tracking them down in person may not be easily
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achieved. Even if it were, online distributors have other
options available to them. Customers give up some form
of personal information to buy the drugs and have them
sent in the post. Distributors can use this data and post
it to online forums to name and shame the transgressor.
The following example is taken from a “scammers list” on
Pharma-labs forum:

Bryan Renolds Scammer from Brighton

Package was sent 06/03/18 but could not be deliv-
ered as no one was at address, royal mail left collec-
tion card. This scammer immediately issues a charge
back from his credit card and has the cheek to slag
us off online saying his products were not sent.

Bryan could have emailed us for the tracking num-
ber instead he is BANNED and is indexed online as
a steroid scammer. Well done Bryan...

Bryan Renolds

13 Grenfell Street

Woodingdean

Brighton

BN2 8TL

bryanrenolds@emailme.com
https://www.facepageuser.com/bryanrenolds84

Image by Gujjar (2016) (all data has been anonymised
following ethical protocol)

In the example above, it is possible that the collec-
tion card went missing leading the customer to assume
it had not been sent. If that was the case, he could have
avoided being listed if he had contacted Pharma-labs for
the tracking details of the parcel. A more likely explana-
tion is that he received the collection card and issued the
chargeback with the plan of picking up the goods with-
out having paid for them. With his details listed online,
anyone who searched for him would have been able to
find where he lived, what he looked like, and that he was
a user of steroids. This could be devastating if a vigilante
took it upon himself to take action against him, it could
also deter prospective employers who undertake back-
ground searches on potential employees. Here we can
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see that the anonymity of the internet changes the power
relationship between buyers and sellers, largely in favour
of the latter group. Having personal details placed online
is a powerful deterrent that identifies transgressors in
their very homes. Technologies create folds between time
and space that redistribute presence and absence (Callon
2004). Whilst Charley’s team was not physically present
in Bryan’s local territory, they had, nonetheless, been able
to penetrate these boundaries through this virtual form
of panoptic surveillance (Bentham 1798).

Distribution

Online distributors typically use postal services as this
enables them to get goods to customers at a distance
without having to meet them in person. In virtual mar-
kets, transactions are carried out online, but the drugs
and the customers exist in the physical world. Getting
products to their destination can create problems for
vendors as they are forced to use the physical infrastruc-
ture of the city and interact with members of the public.
The following example demonstrates some issues relating
to using postal services to distribute illegal goods:

Mark: How’s business?

Charley: Things are hot at the minute theres a
month long internal investigation going on at royal
mail, they are looking for drugs so we can’t send any-
thing out. It’s cost me a fortune.

Mark: How did your mates (bosses) find out about
this?

Charley: Another online distributor told them and
gave them the heads up they know people in royal
mail so passed on the information. Well, they actu-
ally bought an entire post office to stop people asking
questions.

Mark: Wow.

Charley: Obviously it’s a big risk if I post stuff with
this is all happening so I don’t know what we're
gonna to do about it.

Mark: So have you put it up on you website that you
are closed for the moment?

Charley: I don’t know what'’s going on with that, the
guy in China who runs the website doesn'’t like to
close it because, if he does that, he won’t be making
any money and he'll lose out. I can’t use Royal Mail
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and using a different courier is too risky, I'll have to
wait it out. (Looks distressed).

Distributing drugs by post creates risks as postal work-
ers may ask questions if people are sending suspicious
packages or are using their service on a regular basis. To
resolve this, they can be paid off and corrupted. Indeed,
there have been a number of cases of drug-related cor-
ruption in Royal Mail over the years (Independant 2015).
Charley informed me that he used a small local post
office and paid them additional money to stop them from
notifying the authorities. The example of the online dis-
tributor who bought an entire post office branch dem-
onstrates the lengths that suppliers will go to protect
themselves and the amount of money that this type of
business can generate. Criminal agents mobilise actants
into allegiances, extending their relational networks, to
achieve their aims (Callon 1986). As the business grows,
it becomes more integrated with the legitimate economy
as it becomes more reliant on its services (Von Lampe
2015). Most significantly this example demonstrates that
the local dimension of organised crime is as important
as ever. Virtual platforms may extend the geographical
boundaries of illicit markets but the actors within them
still operate in a local manner. Making allegiances with
local service providers is no less important than the vir-
tual markets themselves.

Manufacture

There is a growing trend for domestically produced drugs
in the UK. Advances in technology shrink supply chains
by making it possible to localise the production process.
Domestic production reduces the costs of distribution
and the risks of being caught, as drugs are manufactured
much closer to their consumers. Indeed, technology
provides both the knowledge and tools to produce illicit
goods. The internet is a vast repository where people can
find information on almost anything. Anyone looking
to grow cannabis, for example, can find everything they
need online to successfully cultivate the drug (Wax 2002).
This also applies to other drugs as is demonstrated in the
example below, Sam is a bodybuilder who frequented
bodybuilding forums on a regular basis:

Sam: I became a member, an active member, a
very active member in fact. After a while, after sort
of a few thousand posts, I sort of built up trust with
the members there even though I had never met
them. I was approached by the owner of the forum
and he asked me to do some administrative duties
for him, moderating the forum. Uh and I got pro-
moted, when I was promoted I got access to a secret
area of the forum. The secret area of the forum was
where all the suppliers would discuss business.
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I got put in touch with a source from China who,
had a range of steroid products for sale. It was the
raw testosterone powders which would need to be
synthesised into the final product. On the website
there was complete guides and tutorials on how
to make it yourself, so it’s safe, sterile, pure... you
need a few precursors, grape seed oil, benzyl alco-
hol, benzyl benzoate... I used the anabolic steroids
on myself that I had made, I injected them and I
had good results.

Trust is an essential requirement in the illicit drug
market (as it is in most markets for that matter). There
is little to stop actors from passing on information to
the police, or the police posing as criminals themselves.
This is not to mention the difficulties distributors
have in protecting themselves from robbery or ensur-
ing debts are repaid. In such a high-risk environment
stakeholders must build levels of trust to ensure that
co-offenders are reputable (Von Lampe and Johansen
2004). Trust facilitates social ordering by “providing the
cognitive and moral expectational maps for actors and
systems as they continuously interact” (Barber 1983, p
19). Ultimately, trust reduces social complexity in actor-
networks and increases their stability (Tong 2016).
What is interesting about Sam’s case is that he was able
to build trust with members of the forum without hav-
ing met them in person. Sam informed me that he had
purchased steroids from other members who sent them
to his home, he also invested many hours talking on the
forum about his personal life and training protocol. In
this respect, he was building a digital representation
of his life that influenced the other members. Having
invested his time there, the owner approached Sam
directly and asked him for his help. This demonstrates
that trust on internet forums follows much of the same
social conditions as it does offline when people interact
face to face. Connected co-presence (Pellegrino 2011)
can be enough to establish criminal cooperation in vir-
tual environments.

Having gained the trust of the owner, Sam was invited
into a private area of the forum where he gained the
contact details of individuals who sold high-quality pre-
cursors at a relatively low price. This sensitive informa-
tion was kept secret from other members of the forum
who were not trusted enough to be given clearance. It
may also have been used to stop competitors from gain-
ing access to their suppliers in order to maintain a com-
parative advantage. The secret area can be described
as a spatial mechanism for controlling access to cer-
tain aspects of the distribution network as market ter-
ritories are re-established online, “Rather than simply
substituting or revolutionizing the city... the evidence
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suggests that new technologies actually diffuse into
the older urban fabric offering potential for doing old
things in new ways” (Graham 1998, p 173). With the
correct access, the forum provided all the information
that Sam required to manufacture anabolic steroids for
himself. He had complete control over the production
process which enabled him to ensure the drugs were
not adulterated and were correctly dosed.

If illicit drugs become easier to produce for personal
use this could benefit society by reducing the number of
criminal actors in the supply chain; it would also mean
that drugs would be safer for consumers reducing the risk
of adulteration and drug-related deaths from overdose.
Such a scenario could become a reality with advances
in technology such as 3D printers (Schubert et al. 2014).
Scientists have also found ways to synthesise opium from
yeast (Galanie et al. 2015), which could 1 day replace the
international trafficking chains that are common today.
Local manufacturers would need to access other pre-
cursors, however, which could pose problems if they are
tightly regulated. “Economics does not begin with the
allocation of scarce resources, but rather with their local-
isation” (Callon 1990, p 152). If illicit drugs do become
readily available at low costs, it may lead to higher levels
of problematic drug use.

Conclusion

The purpose of this article as expressed in the title, is to
examine the relationship between technology and organ-
ised crime within the smart city. The paper began by
defining the smart city as a commercial construct that
is presented by its advocates in positive terms. Yet, what
is missing from this discussion is the fact that emergent
technologies can enable and enhance criminal activity,
creating vulnerabilities in the city that have not been rec-
ognised. Furthermore, as criminological research in this
area is limited and preoccupied with governmentality
and political rationalities, it has missed the voice of the
true object of crime, the criminals themselves. The study
aimed to remedy this absence, by examining the accounts
of criminal actors operating in arguably one of the most
significant security challenges to the smart city: the illicit
drug trade. It questioned how buyers and sellers of illicit
goods coordinate transactions within conditions of ubiq-
uitous digital surveillance.

Having examined these accounts, the paper dem-
onstrated how security problems have evolved with
emergent technology rather than being made obsolete.
Organised criminals are learning to subvert the smart
cities surveillance systems and use these data sources for
their own ends. Moreover, as technologies take a more
central position in criminal actor networks, they too can
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become targeted by predators who wish to gain control
of the networks they occupy. This process has reshaped
the structure of the illicit drug trade, amplifying its asso-
ciated harms in some cases and diminishing them in oth-
ers. There exists a continuum between the analogue and
the digital in which traditional forms of organised crime
are enhanced by emergent technologies but also recon-
figured through their application. Rather than replacing
the physical territories of the terrestrial city, ICT extends
them with the effect of re-orientating the geographical
movements of human actors as they interact with and
within them. In the UK, Media attention has recently
focused on a spate of knife attacks that were carried
out in London between rival gangs. It is said that these
attacks took place after arguments broke out on social
media (Telegraph 2018). ICT enables criminal actors to
communicate in new ways which can compound disputes
as rivals seek to gain dominance over both virtual and
physical territories (as well as the technologies within
them).

The internet has created a virtual space in which illicit
goods can be bought and sold but this development is
far from over. Virtual reality (VR) technologies further
transform our relationship with time and space and are
becoming more affordable. Questions remain as to how
buyers and sellers of illicit goods will respond to and
interact within these new virtual environments. It is
possible that dedicated marketplaces will emerge in the
virtual like those currently seen on the darknet. Alterna-
tively, suppliers may seek out virtual environments where
potential customers are likely to visit such as in virtual
nightclubs. There are already cases of people consuming
drugs in virtual reality (Techradar 2016) which may have
serious consequences if they overdose in an isolated loca-
tion. People may be connected in the virtual but absent in
the real. Nonetheless, organised criminals who make use
of these virtual environments will still have to use the cit-
ies’ infrastructure and forge links with local actors, which
is important to recognise.

The paper introduced the idea of illicit drug markets as
sociotechnical systems, in that they are both socially and
technically determined. A closer inspection is required
then, of not only the effects of technology but also the
institutional effects of policy and policing. Policy differ-
entially affects forms of organised crime, as is evident in
the more open nature of the anabolic steroid trade. By
legalising or decriminalising certain substances, the arms
race may begin to slow as criminal opportunities are
removed. The government can regulate illicit drug mar-
kets before they spiral further out of control, especially as
technologies such as 3D printers which can manufacture
drugs and weapons become readily available. Ultimately,
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efforts to resolve these issues must span across both vir-
tual and physical dimensions to be effective.

The paper contributes to the growing embryonic of
research on digital disruptive technologies, which are
present in the broader “STS turn in criminology” In doing
so0, it demonstrated how territorial space can no longer
be conceptualised solely in terms of the physical built
environment. Criminologists must consider the interde-
pendencies between physical territory and digital ether
to understand how it is that illicit markets now func-
tion. The conceptual toolkit of ANT is particularly use-
ful in examining this relationship considering its stance
on technological agency. Technology both shapes and is
shaped by human action in ways that cannot always be
predetermined. Simple technological fixes are not likely
to resolve the vulnerabilities of the smart city consider-
ing this fact. Criminal entrepreneurs will continue to
innovate in response to technological change. The paper
strongly argues for greater use traditional ethnographic
methodologies to bolster research in this field. Meth-
odological innovations in online social research cannot
replace conventional offline methods but can comple-
ment them. The paper is a step in this direction but has
only touched upon the crest of these technological devel-
opments. It is hoped that such work will be taken up in
the next wave of science, crime and technology studies
(SCTS), as far more research in this field is required.
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